Title: Automatic Firmware Update Proxy 
Inventor: James T. Mihm 
Express Mail No: EV409356458US 
Docket No: 42P19143 
Page 1 of 4 



1014 



Yes 



DC Power On 



Start Processors 




-1010 



-1012 



Yes 



1016 



Retrieve 
compatible BIOS 
image for this 
system 



-1018 



Stop Processors 



BMC updates BIOS 
Flash image 



1020 



1022 



1024 




1026 



1027 



1000 Server System 



BIOS image may be 
retrieved from a neighboring 
system, remote 
management console, or 
locally stored image 



Fig.l 



Title: Automatic Firmware Update Proxy 
Inventor: James T. Mihm 
Express Mail No: EV409356458US 
Docket No: 42P19143 
Page 2 of 4 



100 



The BIOS firmware image on [\^ 
system A is determined to be 
invalid or needing update. The 
BMC broadcasts a H l need an 
image" message over the 
network(s), or retrieves a BIOS 
image from a server or locally 
accessible storage media. 



137 

Wireless: Bluetooth 



135 

^-\A/iroH- 




131 

Wireless Access Point 
IEEE 802.1 1x 



System A (recipient) ^\ 
accepts and validates the 
BIOS image from System D 
(donor). If valid, the BMC 
contained in system A 
updates its BIOS image 
using the donor image. 



110c 

Wired: Local Area Netw< 



System D receives the ^> 
message from System A 
and accepts the request. 
System D transfers its 
BIOS image to System A. 



133 



Servers enabled with wireless communications via 
Bluetooth or 802.1 1x protocols. 



Fig. 2 



Title: Automatic Firmware Update Proxy 
Inventor: James T. Mihm 
Express Mail No: EV409356458US 
Docket No: 42P1 9143 
Page 3 of 4 



200 



Download valid 
image from 

donor system 
and update 
BIOS image 



212 



Recipient System (A) 



Update Proxy 
Code Entry 

(boot block or 
operational 
code) 



Donor System (D) 



v.201 



251 



(opt.) 





253" 



Check BIOS 

image 
information 



255 



Send message 
requesting an image 
compatible for this 
system 



x.209 




Determine 
from which 

Donor 
system to 

retrieve 
BIOS image 
based on 

policy 
information 




257 



Acknowledge 
message 
request 




<v>217 



Yes 



Upload valid 

BIOS image to^261 
recipient 
system 



263 



Done 



Fig. 3 



Title: Automatic Firmware Update Proxy 
Inventor: James T. Mihm 
Express Mail No: EV409356458US 
Docket No: 42P19143 
Page 4 of 4 




o 
o 

CD 
"1 

CD 

I 



3 



o 

zr 

CD 

co 

CO 



00 
c 
co 

O 

CD 



_ T| 




Tl 


lash and 

SRAM 

nemory 




-i 
o 




o 

CD 




ssor 









Cor 




Ch 




CO 


CD 


roll 


mt 


c/> 


CD 




c/>* 









CD 

W 
(Q 
CD 

3 

CD 

o 

o 

3 



CD 



8 

"-si 



8 

cn 

H7 



5 



00 

o 

00 



8 



cfV 
3 
o 



d 
o 

CD 

co 
co 

CO 



0 CO 
. I o cz 

1 - 

» 5 



o 

S-|o 

CD 



°t 

co Q- 
CD " 
" T| 

co 5" 

CD X5 

3\§ 



E 
O 
CO 

CD 

3 
o 
<3 



3§s 



CO 

ro 



O 
o 

_ 3 

|i 

3-2. 

8 I 

O 
CO 



00 

ro 
n 



85 

00) 



00 



o 

o 
3 

"D 
O 
3 
CD 
3 



CO 

o 

CO 

o 

o 

3 

1— »- 

n 

CD 



CO 

*< 

CO 

•— »- 
CD 

3 

DO 
c 

CO 



TJ 
O 



s 



8 



o 

o 
3 

TJ 
O 
3 
CD 

a. 




CO 

o 
o 



